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To effectively regulate software update practices in the vehicle industry and ensure the
security and reliability of update activities, China officially issued the mandatory
national standard GB 44496-2024 “General Technical Requirements for Software
Update of Vehicles” on August 23, 2024. This standard outlines the requirements for
building a vehicle software update management system, specific technical
implementation standards, and corresponding testing methods, providing guidance for
vehicle software update activities. For all vehicle manufacturers wishing to sell vehicles
in China, compliance with this standard is mandatory to regulate their software update
activities. Against this backdrop, this paper conducts an in-depth study of GB
44496-2024, proposes a compliant development solution for vehicle software update
and design a protection scheme for software update packages. Through this research,
the paper aims to explore a scientific approach to vehicle software update within the

framework of GB 44496-2024.

Aby Cina G&inné regulovala postupy aktualizace softwaru v automobilovém
prumyslu a zajistila bezpe&nost a spolehlivost aktualizacnich aktivit, vydala 23.
srpna 2024 oficialné zavaznou narodni normu GB 44496-2024 ,Obecné technické
pozadavky na aktualizaci softwaru vozidel“. Tato norma stanovi pozadavky na
vytvoreni systému spravy aktualizaci softwaru vozidel, specifické technické
implementacni normy a odpovidajici testovaci metody a poskytuje pokyny pro
aktualizace softwaru vozidel. Pro v§echny vyrobce vozidel, ktefi chtéji prodavat
vozidla v Cing, je dodrzovani této normy povinné pro regulaci jejich aktualizaci
softwaru. V tomto kontextu tento ¢lanek provadi hloubkovou studii normy GB
44496-2024, navrhuje vyvojové feSeni pro aktualizaci softwaru vozidel, které je v
souladu s normami, a navrhuje systém ochrany pro bali¢ky aktualizaci softwaru.
Prostfednictvim tohoto vyzkumu si ¢lanek klade za cil prozkoumat védecky pfistup

k aktualizaci softwaru vozidel v ramci normy GB 44496-2024.

2721 15.06.2026 8:39
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In recent years, a new wave of technological revolution is emerging, and the intelligence
and network connectivity of automobiles have become the inevitable direction for the
automotive industry's progress, which is important for the development of the vehicle
industry in various countries. As the level of vehicle intelligence increases, vehicle software
update has gradually become the norm. Software updates are categorized as offline update
and Over-the-Air (OTA) update. Offline updates use physical media like diagnostic tools and
USB drives, while OTA updates enable remote updates via wireless networks!!l. OTA
technology allows manufacturers to quickly fix security vulnerabilities, introduce new
features, and optimize performance, enhancing user experience and reducing costs(2..
However, widespread use of software updates brings challenges, including silent upgrades

without user consent, unauthorized function changes, and cybersecurity and data risks(®!.

V poslednich letech se objevuje nova vina technologickeé revoluce a inteligence a sitova
konektivita automobilt se staly nevyhnutelnym smérem pokroku automobilového
primyslu, coz je dllezité pro rozvoj automobilového primyslu v riznych zemich. S
rostouci urovni inteligence vozidel se aktualizace softwaru vozidel postupné stala
normou. Aktualizace softwaru se kategorizuji jako offline aktualizace a bezdratové
aktualizace (OTA). Offline aktualizace pouzivaji fyzicka média, jako jsou diagnostické
nastroje a USB disky, zatimco aktualizace OTA umoznuji vzdalené aktualizace
prostfednictvim bezdratovych siti ! . Technologie OTA umoZfiuje vyrobctim rychle
opravit bezpe€nostni zranitelnosti, zavést noveé funkce a optimalizovat vykon, ¢imz se
zlep$uje uzivatelsky komfort a snizuji naklady 2 . Rozsifené pouzivani aktualizaci
softwaru v8ak s sebou nese vyzvy, v€etné tichych aktualizaci bez souhlasu uzivatele,

neopravnénych zmén funkci a rizik pro kybernetickou bezpeénost a data 2 .

To ensure the security of vehicles and the standardization of operations during software
update, China officially released the GB 44496-2024 “General Technical Requirements for
é/vare Update of Vehicles” on August 23, 2024. The introduction of this standard aims to

de normative guidance for vehicle software update activities. This paper conducts a

3z21 15.06.2026 8:39



Vyzkum vyvoje aktualizaci softwaru vozidel v souladu s piedpisy na ... https://dl.acm.org/doi/10.1145/3716895.3716927

ICAICE v

and security of software update activities.

Aby byla zajiSténa bezpecfnost vozidel a standardizace operaci béhem aktualizace
softwaru, Cina 23. srpna 2024 oficialné vydala normu GB 44496-2024 ,Obecné
technické pozadavky na aktualizaci softwaru vozidel“. Zavedeni této normy si klade za
cil poskytnout normativni voditko pro ¢innosti aktualizace softwaru vozidel. Tato prace
se zabyva studii normy GB 44496-2024, navrhuje schéma vyvoje pro aktualizaci
softwaru vozidel v souladu s pfedpisy a navrhuje schéma ochrany pro bali¢ky

aktualizaci softwaru, ¢imz zajisStuje legalitu a bezpecnost Cinnosti aktualizace softwaru.

2 History of Software Update Policies and Regulations

2 Historie zasad a predpist pro aktualizace softwaru

In recent years, the Chinese government has issued a series of regulatory policy
documents concerning automotive software update activities, aiming to tightly monitor this

field and ensure the effective protection of public safety and property.

V poslednich letech vydala Cinska vlada fadu regulaénich dokumentl tykajicich se
aktualizaci softwaru pro automobily s cilem dikladné sledovat tuto oblast a zajistit

ucinnou ochranu vefejné bezpecnosti a majetku.

On August 12, 2021, Ministry of Industry and Information Technology of the People's
Republic of China issued the “Opinions on Strengthening the Administration of the Access
of Intelligent Connected Vehicle Producers and Products’l, aiming to strengthen the
access management of intelligent connected vehicle manufacturers and products. In the
third section of the document, it emphasizes the need to regulate over-the-air update

activities. The document requires manufacturers to strengthen their management

@bilities and ensure product consistency in production.

4721 15.06.2026 8:39
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inteligentnich propojenych vozidel = s cilem posilit spravu pfistupu vyrobct a produktut
inteligentnich propojenych vozidel. Ve tfeti ¢asti dokumentu se zdUrazriuje potfeba
regulovat Cinnosti bezdratové aktualizace. Dokument vyzaduje, aby vyrobci posilili své

fidici schopnosti a zajistili konzistenci produktd ve vyrobé.

On April 15, 2022, Ministry of Industry and Information Technology Equipment Industry
Development Center of the People's Republic of China issued the “Notice on the Filing of
Automotive Software Online Upgrades”®l. The notice specifies that automotive
manufacturers, vehicles equipped with software update capabilities, and OTA update
activities must all be filed with the relevant authorities. It also outlines the content and
process for filing, providing clear guidance for the practical operations of relevant

companies.

Dne 15. dubna 2022 vydalo Ministerstvo prumyslu a Centrum pro rozvoj pramyslu
informacnich technologii Cinské lidové republiky ,Oznameni o podavani online
aktualizaci automobilového softwaru“ 2 . Oznameni specifikuje, Ze vyrobci automobild,
vozidla vybavena funkcemi aktualizace softwaru a aktivity OTA aktualizaci musi byt
vSechny podany pfislusnym organim. Také popisuje obsah a postup podavani a

poskytuje jasné pokyny pro praktické operace pfislusnych spolecnosti.

To regulate the behavior of automotive software update, Ministry of Industry and Information
Technology of the People's Republic of China officially issued the mandatory national
standard GB 44496-2024 “General Technical Requirements for Software Update of
Vehicles®l on August 23, 2024. This standard comprises nine core chapters, including
scope, terms and definitions, requirements for software update management system,
vehicle requirements, and test methods. Chapter 4 of the regulation focuses on the
requirements for the software update management system. Chapter 5 emphasizes the

technical baseline for automotive software update.

@
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vcetné rozsahu plsobnosti, pojmu a definic, pozadavkl na systém spravy aktualizaci
softwaru, pozadavkl na vozidla a zkuSebnich metod. Kapitola 4 nafizeni se zamérfuje
na pozadavky na systém spravy aktualizaci softwaru. Kapitola 5 zd(razriuje technicky

zaklad pro aktualizaci softwaru v automobilovém pramyslu.

UN Regulation No. 156 - Software update and software update management system
(R156)”], published in 2021, sets clear software update standards impacting the global
automotive industry. The GB 44496-2024 is a localized adaptation of the R156 based on
China's national conditions. It adds emergency management processes and requires user
confirmation before upgrades. And during the upgrade, the vehicle should not prevent users
from unlocking the doors from the inside. Moreover, GB 44496-2024 provides detailed

regulations on testing methods in Chapter 6.

Predpis OSN €. 156 — Aktualizace softwaru a systém spravy aktualizaci softwaru (R156)
7 . vydany v roce 2021, stanovi jasné standardy pro aktualizace softwaru s dopadem na
globalni automobilovy priimysl. Norma GB 44496-2024 je lokalizovanou adaptaci normy
R156 zaloZzenou na narodnich podminkach Ciny. Pfidava procesy pro fe$eni nouzovych
situaci a vyZaduje potvrzeni uzivatele pred aktualizacemi. BEhem aktualizace by vozidlo
nemeélo branit uzivatelim v odemykani dvefi zevnitf. Norma GB 44496-2024 navic v

kapitole 6 stanovi podrobné predpisy o zkusebnich metodach.

The release of the GB 44496-2024 standard marks a significant step for China in the field of
automotive software upgrade management. It provides strong support for technological
innovation while ensuring the effective implementation of user safety and regulatory
policies. In the face of the stringent standards, vehicle manufacturers must actively respond
to ensure the compliance of their software update activities. Therefore, this paper conducts
a study on software update and proposes a universal methodology for compliant

development.

@iéni normy GB 44496-2024 predstavuje pro Cinu vyznamny krok v oblasti spravy

- M P . a PN

6721 15.06.2026 8:39
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bezpecnosti uzivatell a regulacnich politik. Vzhledem k pfisnym standardim musi
vyrobci vozidel aktivné reagovat, aby zajistili soulad svych aktivit v oblasti aktualizaci
softwaru s predpisy. Tato prace proto provadi studii aktualizaci softwaru a navrhuje

univerzalni metodologii pro vyvoj v souladu s pfedpisy.

3 Compliant Development and Design of Software Update

3. Vyvoj a navrh aktualizaci softwaru v souladu s predpisy

The GB 44496-2024 sets clear normative requirements for the entire lifecycle of software
update, encompassing the stages before, during, and after the upgrade. As shown in Figure
1, the software upgrade technical compliance development process designed in this paper
covers the following key stages: gap analysis, development scheme design, implementation

of the scheme, and baseline testing.

Norma GB 44496-2024 stanovi jasné normativni pozadavky pro cely Zivotni cyklus
aktualizace softwaru, zahrnuijici faze pred, béhem a po upgradu. Jak je znazornéno na
obrazku 1, proces vyvoje technické shody upgradu softwaru navrzeny v tomto
dokumentu zahrnuje nasleduijici kliCové faze: analyzu mezer, navrh vyvojového

schématu, implementaci schématu a zakladni testovani.
Figure 1. Obrazek 1.
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The software update technical compliance development process.

Proces vyvoje technické shody aktualizaci softwaru.

3.1 Gap Analysis 3.1 Analyza mezer

Vehicle manufacturers must conduct a comprehensive status investigation and gap analysis
for existing vehicle types to comply with GB 44496-2024. Questionnaires and on-site
interviews are used to thoroughly analyze the current state and identify non-compliant
elements. Based on the survey findings, targeted requirements for corrective actions are

developed.

Vyrobci vozidel musi provést komplexni Setfeni stavu a analyzu nedostatk(l u stavajicich
typu vozidel, aby splfovaly pozadavky normy GB 44496-2024. Dotazniky a pohovory na
misté se pouzivaji k dikladné analyze souc¢asného stavu a identifikaci neshodnych
prvkl. Na zakladeé zjisténi z prizkumu se vypracovavaiji cilené pozadavky na napravna

opatreni.

Detailed information on software updates, including update steps, security measures, and
vehicle architecture, is systematically collected through questionnaires. An on-site analysis
and interview meeting is organized to gain deeper insights. The situation is then analyzed
and compared with GB 44496-2024 requirements for gap analysis. An analysis report is
then compiled, outlining the scope and content of the necessary corrective actions for

software update. Based on this, a practical and feasible rectification plan is formulated.

Podrobné informace o aktualizacich softwaru, véetné krokl aktualizace, bezpeénostnich
opatfeni a architektury vozidla, jsou systematicky shromazdovany prostfednictvim

dotazniku. Pro ziskani hlubSich poznatku je usporfadana schlizka s analyzou a

@Novorem na misté. Situace je poté analyzovana a porovnana s poZzadavky normy GB
4

96-2024 na analyzu nedostatku. Poté je sestavena analyticka zprava, ktera
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3.2 Development Scheme Design

3.2 Navrh rozvojového schématu

Vehicle software upgrade technology can be divided into two main categories: OTA update
and offline update. According to the GB 44496-2024, both update methods must implement
protection mechanisms for upgrade packages and standardized management of RXSWIN/

software version numbers.

Technologii aktualizace softwaru vozidel Ize rozdélit do dvou hlavnich kategorii:
aktualizace OTA a offline aktualizace. Podle normy GB 44496-2024 musi obé metody
aktualizace implementovat ochranné mechanismy pro aktualizacni balicky a

standardizovanou spravu Cisel verzi RXSWIN/softwaru.

3.2.1 OTA Update. 3.2.1 Aktualizace online (OTA).

The OTA update system follows a “Cloud-Network-Terminal” architecture, which
encompasses three core components: the cloud platform, communication link, and vehicle
terminal,®l as shown in Figure 2. Automobile manufacturers can choose to build the cloud
platforms on their own or collaborate with professional suppliers to establish them.
Additionally, automobile manufacturers need to design the update logic for vehicle terminals
to ensure a smooth and efficient update. It is important to note that strict security measures
must be implemented throughout the entire update process to ensure comprehensive

cybersecurity.

Systém aktualizaci OTA se fidi architekturou ,Cloud-Network-Terminal®, ktera zahrnuje

akladni komponenty: cloudovou platformu, komunikacni spojeni a terminal vozidla, >

iale ia 7nA7nrndnn na nhrazlar 2 \Nirahei aiitnmnhilit ea mnhni ra7zhadnninit 7da ci
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profesionalnimi dodavateli. Vyrobci automobild musi navic navrhnout logiku aktualizace
terminald vozidel, aby byla zajisténa hladka a efektivni aktualizace. Je dulezité si
uvédomit, Ze v celém procesu aktualizace musi byt zavedena pfisna bezpecnostni

opatreni, aby byla zajisténa komplexni kyberneticka bezpecnost.

Figure 2. Obrazek 2.

cloud platform

Cybersecurity

7 Automobile manufacturers can build the cloud platforms on their
own or collaborate with professional suppliers. » Cybersecurity must be

Vehicle Information Update Result ensured during the
Spcate Monkoring Management Recording software upgrade process
Vehicle-to-Cloud Update Package .
Management s

ry
communication link

Il

7 Information and Communications Technolegy (ICT) companies
provide basic communication technology support. (4G. 5G. WIFI)

Digital Integrity
Signature Check
Algorithm Algorithm

Update Package
Download Verification Digital Encrypted
certificate Transmission
Software Flashing authentication Algorithm

The architecture of “Cloud-Network-Terminal”.

vehide terminal

7 The vehicle terminal implements software update.
Update Package

Vehicle-to-Cloud
Communication

Human-Machine
Interaction

Architektura ,Cloud-Network-Terminal®.

During the OTA update, the cloud platform is responsible for tasks such as OTA update

package management and upgrade push. The in-vehicle controllers are divided into update
master nodes and slave nodes. The OTA master is responsible for downloading the update
package from the cloud platform and flashing it to the target ECUs. The slave nodes, which
are the target ECUs for the update, receive the update packages from the OTA master and

complete their own software updatel®..

Béhem aktualizace OTA je cloudova platforma zodpovédna za ukoly, jako je sprava

ikl aktualizaci OTA a odesilani upgradu. Ridici jednotky ve vozidle jsou rozdéleny

/N
hlavni uzly aktualizaci a podfizené uzly. Hlavni uzl OTA je zodpovédny za stahovani
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aktualizaci, pfijimaji aktualizacni bali¢ky z hlavniho uzlu OTA a provedou vlastni

aktualizaci softwaru 2 .

During OTA updates, the OTA master verifies update package authenticity and integrity.
The OTA cloud platform signs and encrypts the package. The vehicle decrypts and verifies
the signature. The protection scheme for the update package during the update process is
illustrated in Figure 3. The update flow involves: supplier to vehicle manufacturer (Route 1),
manufacturer uploading to cloud platform (Route 2), cloud platform pushing to vehicle, and
OTA master receiving the update package (Route 3), and master node distributing to target

ECU for upgrade (Route 4).

Béhem aktualizaci OTA ovéfuje hlavni uzel OTA pravost a integritu aktualizacniho
balicku. Cloudova platforma OTA bali¢ek podepisSe a zasifruje. Vozidlo deSifruje a ovéfri
podpis. Schéma ochrany aktualizacniho baliCku béhem procesu aktualizace je
znazornéno na obrazku 3. Tok aktualizace zahrnuje: od dodavatele k vyrobci vozidla
(Trasa 1), odeslani bali¢ku vyrobcem na cloudovou platformu (Trasa 2), odeslani
bali¢ku cloudovou platformou do vozidla a pfijem aktualiza¢niho bali¢ku hlavnim uzlem
OTA (Trasa 3) a distribuci aktualizace hlavnim uzlem do cilové fidici jednotky ECU

(Trasa 4).

Figure 3. Obrazek 3.
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Hote CeTsEeis Applcaion Encryption and decryption
Route 2 == .= lI\'l Signature and verification
Y Y a—
Route 3 | | Vehicle Terminal
= Obtai ertifics OTA master .
l+ « ‘ertificate Service | Obtain the certificate 5 Distribution

Route 4 L with authorization

] Upgrade Package
1 Skgning Service I Verification Target ECU

11z21 15.06.2026 8:39


https://dl.acm.org/doi/10.1145/3716895.3716927#Bib0009
https://dl.acm.org/doi/10.1145/3716895.3716927#Bib0009
https://dl.acm.org/doi/10.1145/3716895.3716927#Bib0009
https://dl.acm.org/doi/10.1145/3716895.3716927#Bib0009

Vyzkum vyvoje aktualizaci softwaru vozidel v souladu s piedpisy na ... https://dl.acm.org/doi/10.1145/3716895.3716927

12221

ICAICE v

After the supplier completes development, it signs the upgrade package and transmits it to
an intermediary platform. The vehicle manufacturer verifies the signature of the received
upgrade package to ensure its authenticity and integrity. The manufacturer designates
cloud platform administrators to upload the upgrade package to the cloud platform, with
identity verification to prevent unauthorized access. Additionally, to ensure the storage
security of the cloud platform, access control is implemented using the principle of least
privilege. For important data, the platform employs encrypted storage, using symmetric
encryption algorithms such as AES-256 to encrypt it, while securely storing the

corresponding keys.

Poté, co dodavatel dokonci vyvoj, podepiSe baliCek aktualizace a odesle jej na
zprostredkujici platformu. Vyrobce vozidla ovéfi podpis pfijatého balicku aktualizace,
aby zaijistil jeho pravost a integritu. Vyrobce urci administratory cloudové platformy, ktefi
nahraji bali¢ek aktualizace do cloudové platformy, a ovéfi identitu, aby se zabranilo
neopravnénému pfistupu. Pro zajisténi bezpecnosti ulozisté cloudové platformy je navic
data platforma vyuziva Sifrované ulozisté s vyuzitim symetrickych Sifrovacich algoritmda,

jako je AES-256, a zaroven bezpecné uklada odpovidajici klice.

Before pushing the upgrade package, the cloud platform and the vehicle undergo mutual
authentication, such as signature and verification technology. To ensure secure
transmission along Route 3, OTA platform calculates the HASH value of the update file
using the SHA-256 algorithm (9. It digitally signs this HASH value using PKI (Public Key
Infrastructure) services to generate a signed file. Upon receiving the package, the upgrade
master node verifies the validity of this signed file to confirm the reliability of the upgrade
package's source and the integrity of its content. In terms of encryption, the OTA platform
generates a 256-bit random key, which is used in conjunction with the AES-256 encryption
algorithm to encrypt the upgrade package. After receiving the encrypted upgrade package,

aster node decrypts it using the previously obtained random key to restore the

nrininal 1inancruntad 1inarada fila
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vzajemnym ovéfovanim, napriklad technologii podpisu a ovéfovani. Pro zajisténi
bezpecného pfenosu po trase 3 vypocita platforma OTA hodnotu HASH aktualizacniho
souboru pomoci algoritmu SHA-256 12 . Tuto hodnotu HASH digitalné podepise pomoci
sluzeb PKI (Public Key Infrastructure) a vygeneruje podepsany soubor. Po pfijeti balicku
hlavni uzel aktualizace ovéfi platnost tohoto podepsaného souboru, aby potvrdil
spolehlivost zdroje aktualizacniho baliCku a integritu jeho obsahu. Z hlediska Sifrovani
platforma OTA generuje 256bitovy nahodny kli¢, ktery se pouziva ve spojeni s
Sifrovacim algoritmem AES-256 k zasifrovani aktualizacniho bali¢ku. Po pfijeti
zasifrovaného aktualiza¢niho bali€ku jej hlavni uzel deSifruje pomoci dfive ziskaného

nahodného kli¢e a obnovi puvodni neSifrovany aktualizaéni soubor.

Once the OTA master node completes the verification of the upgrade package, it distributes
the package to the target ECU for upgrade. The ECU, based on its hardware and software
architecture, performs a secondary verification using digital signatures or Hash-based
Message Authentication Codes (HMAC). If the verification is successful, the ECU proceeds
with the upgrade installation. In industry practice, this step may be executed or omitted

depending on the vehicle's actual architecture.

Jakmile hlavni uzel OTA dokonci ovéreni upgradovaciho bali¢ku, distribuuje jej do cilové
Fidici jednotky ECU k upgradu. Ridici jednotka ECU na zakladé své hardwarové a
softwarové architektury provede sekundarni ovéfeni pomoci digitalnich podpist nebo
kodl ovéfovani zprav zalozenych na hashovani (HMAC). Pokud je ovéreni Uspésné,
fidici jednotka ECU pokracuje v instalaci upgradu. V pramyslové praxi mize byt tento

krok proveden nebo vynechan v zavislosti na skutec¢né architekture vozidla.

For the upgrade slave nodes, measures are taken to ensure that the RXSWIN/software
versions are updatable, readable, and tamper-proof. Specifically, the RXSWIN/software
versions stored on the vehicle side should be readable through standard interfaces (such as

QO/BD interface) and should be updated after the update. Additionally, measures such as

pted storage and secure access are implemented to ensure that the RXSWIN/
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U upgradovanych podfizenych uzll jsou pfijata opatfeni k zajiSténi aktualizovatelnosti,
Citelnosti a ochrany proti neopravnéné manipulaci s verzemi RXSWIN/softwaru.
Konkrétné by verze RXSWIN/softwaru uloZené ve vozidle mély byt Citelné
prostfednictvim standardnich rozhrani (napfiklad rozhrani OBD) a mély by byt po
aktualizaci aktualizovany. Dale jsou implementovana opatfeni, jako je Sifrované ulozisté
a zabezpeceny pfistup, aby se zajistilo, ze verze RXSWIN/softwaru ulozené ve vozidle

nebudou neopravnéné pozménény.

In practical operations, abnormal situations may arise during update. To ensure vehicle
safety, GB 44496-2024 requires restoring the software version to a previous one or placing
it in a safe state if an upgrade fails. This is achieved using the A/B partitioning method.
Separate storage areas are allocated for the current running version of the software and the
target version to be upgraded. While the system in Partition A is operating normally and
providing services, the software refresh operation is carried out on Partition B. Once the
software in Partition B is successfully flashed and passes a rigorous verification process,
the system will automatically load the new version of the software from Partition B during
the next restart. If an error occurs during the software flashing process in Partition B, the
system will automatically roll back to Partition A and continue to boot and operate with the
original system in Partition A. This design enhances upgrade reliability, shortens rollback

time, and minimizes the impact of upgrade failure on vehicle operation.

V praktickém provozu mohou béhem aktualizace nastat abnormalni situace. Pro
zajisténi bezpecnosti vozidla vyzaduje norma GB 44496-2024 obnoveni verze softwaru
na predchozi verzi nebo jeho uvedeni do bezpeéného stavu, pokud se upgrade nezdafi.
Toho se dosahuje metodou déleni A/B. Pro aktualni verzi softwaru a cilovou verzi, ktera
ma byt upgradovana, jsou pfidéleny samostatné ulozné oblasti. Zatimco systém v oddilu
A funguje normalné a poskytuje sluzby, operace aktualizace softwaru se provadi v
oddilu B. Jakmile je software v oddilu B uspé&sné nainstalovan a projde pfisnym

ovérovacim procesem, systém pfi dalSim restartu automaticky nacte novou verzi

twaru z oddilu B. Pokud béhem procesu blikani softwaru v oddilu B dojde k chybé,

Qstém se automaticky vrati do oddilu A a bude pokraCovat v bootovani a provozu s
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Establish a safety state model for vehicle software upgrade to clearly defining the
preconditions for the upgrade. Meanwhile, it must be ensured that the current battery level
of the vehicle is sufficient to support the entire upgrade process or to enable a recovery to
the safe state in case of an upgrade failure. Before the update, conduct a check of the

status of the vehicle. The update should only proceed if all preconditions are met.

Vytvoite model bezpeénostniho stavu pro aktualizaci softwaru vozidla, ktery jasné
definuje pfedpoklady pro aktualizaci. Sou€asné je nutné zaijistit, aby aktualni uroven
nabiti baterie vozidla byla dostateCna k podpore celého procesu aktualizace nebo k
umoznéni obnoveni do bezpecného stavu v pfipadé selhani aktualizace. Pred
aktualizaci zkontrolujte stav vozidla. Aktualizace by méla probéhnout pouze tehdy, jsou-

li splnény vSechny predpoklady.

To ensure user safety, it is allowed to unlock the vehicle doors from the inside during the
update. Furthermore, when there are potential risks that may affect driving safety, the
vehicle is configured so that it cannot be driven during the execution of the update.
Additionally, to prevent unexpected situations during the upgrade, controllers related to
vehicle safety, such as those for door locks associated with property security and parking

controllers related to functional safety, should remain functional.

Pro zajisténi bezpec€nosti uzivatell je béhem aktualizace povoleno odemykat dvere
vozidla zevnitf. Kromé toho, pokud existuji potencialni rizika, ktera mohou ovlivnit
bezpec€nost jizdy, je vozidlo nakonfigurovano tak, aby s nim nebylo mozné béhem
provadéni aktualizace pojizdné jezdit. Aby se predeslo neoCekavanym situacim béhem
aktualizace, mély by navic zUstat funkéni Fidici jednotky souvisejici s bezpe€nosti
vozidel, jako jsou napfiklad zamky dvefi souvisejici se zabezpeCenim majetku a

parkovaci fidici jednotky souvisejici s funkéni bezpecnosti.

a a software update user notification and inform the user through the human-machine
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the vehicle should be in before the upgrade (e.g., the vehicle should be in “Park” mode) and
so on. If the current state of the vehicle does not meet the upgrade conditions, guide the
user to make the necessary adjustments until all conditions are met. In addition, the user
must select either “Agree” or “Reject” the upgrade before it can proceed. After the update,
inform the user about the results of the update and explain the functional changes brought
by this update. If the update fails, guide the user to attempt the update again, with a limit on
the number of reattempts. If the update is still unsuccessful after the allowed number of
attempts, advise the user to contact the vehicle manufacturer's after-sales department for

technical support.

3.2.2 Offline Update.

Offline update is refined into OBD and USB approaches. In OBD update, the diagnostic tool
verifies the authenticity and integrity of the package, while update ECU ensures reading,
updating, and tamper-proofing of RXSWIN/software version. USB update covers two cases:
updating the in-vehicle infotainment system (IVI), where the VI verifies the package and
handles the RXSWIN/software version, and updates extending to other ECUs, where the
IVI acts as the master node for verification, while the ECUs handle the management of

RXSWIN/software version.
3.3 Development Scheme Implementation and Testing

After finalizing the technical development scheme, create a detailed functional design
specification document and hand it to the technical team or external suppliers for
implementation. Once development is complete, conduct comprehensive preliminary testing
of update functionalities to ensure stability and compliance with technical standards.
According to GB 44496-2024, prepare a test item example checklist, as shown in Table 1,

and issue a professional, detailed test report.

Eable 1.
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Authenticity
and integrity
test of update
package

RXSWIN
tamper test

Failure
Protection Test

Electricity
Guarantee Test

User
Notification and
Confirmation
Testing

Upgrade
Condition
Confirmation
Test

Door Anti-Lock
Test

Vehicle Safety
Test

Driving safety
test

Tampering with the upgrade
package to verify if it can still
upgrade normally.

RXSWIN should be protected
from unauthorized modification.

Interrupt the upgrade process
and observe whether the vehicle
can roll back to the previous
available version or be placed in
a safe state.

Upgrade without meeting the set
battery status to verify if the
upgrade can proceed.

Record the content of user
notifications and verify whether
necessary notifications and
confirmations have been made.

Upgrade without meeting the set
preconditions (including battery
status) to verify if the upgrade
can proceed.

During the upgrade, attempt to
open the door from inside to
verify if it can be opened.

Carry out corresponding tests
according to the list of online
upgrade items that may affect
vehicle safety, check and record
the results of online upgrade and
vehicle status of the vehicle.

During the online upgrade
execution.

(a) Try to put the vehicle in
driving condition, check and
record the results of the online
upgrade of the vehicle and the

Damage the update
package, the update
cannot be performed

Use an unauthorized
diagnostic device to OBD
but cannot rewritten the
RXSWIN.

When the update is failed,
the vehicle can restore the
system to the previous
version

Under the condition that
other prerequisites are
satisfied, the vehicle is in
the state of not satisfying
the power guarantee, and
the online upgrade is
failed.

The vehicle can inform the
relevant information and
obtain confirmation from
the user.

The upgrade cannot
proceed if any of the
preconditions are not met.

During the upgrade, the
door can be unlocked from
the inside of the vehicle.

Park the vehicle on a ramp
and perform an online
upgrade of electronic
parking brake. The vehicle
can successfully update
and does not slip away.

(1) Unable to drive the
vehicle while upgrading.
(2) Start the upgrade when
the upgrade conditions are
met, and try to shift the
vehicle during the upgrade
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SucCesSsTulI executon or tne
online upgrade or affect the
safety of the vehicle, and check
and record the online upgrade
results and the corresponding
vehicle function status.

Test item example checklist

4 Conclusions

This paper provides an interpretation and analysis of GB 44496-2024 “General Technical
Requirements for Software Update of Vehicles” and conducts an in-depth study of

compliant automotive software update development.

This paper focuses on how to design and implement update that meet the security and
stability requirements according to the standard, and proposes a software update technical
development solution and a protection scheme for software update packages to ensure the

smooth progress of the update.

In summary, this research provides strong support and valuable reference for the compliant

development of automotive software update.
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